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“No government, no matter how powerful, can unilaterally impose or enforce its will on these
issues. They embroil too many actors and interests in too many countries to be susceptible to
brute, hegemonic force.” (Moises Naim, 2001, 108)

On December 2003, two-thirds of the heads of state gathered in Geneva to attend the first
session of the UN-sponsored World Summit on Information Society (WSIS). For the first
time in a UN “World Summit”, all stakeholders were invited to participate. Along with
governments, the private sector and civil society were invited to take an active contribution
into the debates (Kleinwéchter, 2003). The heads of states left in a diplomatic dispute on who
should control the Internet and in particular the assignment of names and numbers. While the
majority of the participants were investigating multilateral and cooperative ways to rule the
cyberspace, exceptions were noted. Kenneth Cukier, a research fellow at the National Center
for Digital Government at Harvard University's Kennedy School of Government, gives the
example of “Zimbabwe’s president Robert Mugabe [who] criticized what he described as a
conspiracy by the West to use the Internet as a form of neo-colonialism” (2004b, 46).
Mugabe’s speech at the conference was violent and full of political rhetoric. He notably called
for “a sovereign national government that manages ‘top-level domains’ within its borders”
(Mugabe, 2003). The intention to better control the Internet and to restrict its access via a

nationalized management of the root was obvious.

Since the Summit, Internet governance has become a critical strategic and political matter for

head of states and a new stake for international relations. As Joseph Nye once wrote:

Cyberspace will not replace geographical space and will not abolish state sovereignty,
but [...] it will coexist with them and greatly complicate what it means to be a
sovereign state or a powerful country. As Americans shape foreign policy for the

global information age, we will have to become more aware of the importance of the



ways that information technology creates new communications, empowers individuals

and non-state actors, and increases the role of soft power. (2002, 62)

As far as telecommunications are concerned, international treaties are usually defining the
legal and technical environment under which these medium should evolve and function. For
instance, the International Telecommunication Union (ITU) of the UN deals with telephony
matters and is responsible for the coordination of international phone calls through unified
rules and procedures set up by diplomats. Internet governance lacks such a framework of

control. Herein lie the specificity of Internet governance and also its main problems.

Diplomats are not the only players here — they came very late into the arena — and other
stakeholders such as the very first inventors of the web or private businesses want to play a

decisive role by pushing their interests or convictions forward.

The following paper will engage with the aforementioned paradox and attempt to demonstrate
why controlling the root of the Internet is of crucial importance for states and why it
constitutes a major stake of international relations. To do so, the first part will provide the
technical background to understand the specificity of the problem, the second will explain
why Internet governance matters for international relations and why it is not a pure technical
topic, and the last part will retrace the history of Internet governance from what was initially
an epistemic community of its creators to a new international regime created along the
American hegemony and embodied by an international institution of a new kind, the Internet
Corporation for Assignment of Names and Numbers (ICANN). Specifically, it is argued that
tools and concepts of International Relations can be utilized, albeit modified, to understand

the evolution of Internet Governance. Given the short length of the document, many technical



aspects will be simplified and the historical part will only encompass major steps, ignoring
many details. In the same vein, many terms will be abbreviated and the reader is invited to

refer to the glossary at the end of the paper.



The Domain Name System: A Technical Overview

Technically, the Internet can be defined as “a network of networks based on the TCP/IP

protocols™

that enables connected devices to communicate. The TCP/IP protocols allow the
exchange of packets of data between machines “on” the Internet (Loshin, 1997, 3-83). When
connected to the Internet, each machine is allocated a unique identifier called an Internet
Protocol (IP) address consisting of a series of number like 158.143.192.210, each group of
numbers ranging from 0 to 255. This configuration allows the existence of about 4.3 billion
unique numbers. The IP address consists of two parts: a part identifying the network and
another identifying a particular machine — or host — on this network. Each time data is sent via
the Internet, it is split into little packets, which carry the IP address of the sender and the one
of the receiver. As Lessig put it “a packet of data is carried “to” and “from” these addresses as

it works its way across the Internet” (1999, 32). Since IP addresses are a limited resource,

their allocation has become a key political factor beyond their technical function.

Although IP addresses are the core of the functioning of the Internet, they are totally useless
to most of the networks users: they are difficult to remember and as Paré stresses “the range
of addresses used at various organizational and individual levels is relatively unstructured
[...] thus deducing which addresses apply to whom [is] rather arduous” (2003, 10). To cope
with these problems, a mapping of alphanumeric character strings to IP addresses has been
developed. The coordinating function between the names and numbers is fulfilled by the

Domain Name System or DNS. For instance, instead of entering http://158.143.192.210/ into

a web browser, it is easier to enter http://www.lse.ac.uk to locate the server hosting the

! Refer to E. Kroll for technical definition of the Internet in the RFC of June 24, 1993:
http://mist.npl.washington.edu/internet.txt




London School of Economics website. The DNS enables the translation — the resolution — of
the “name” www.lse.ac.uk into the “number” 158.143.192.210, the IP address understood by
all the devices connected to the Internet. IP addresses are designed to be unique sequences
pointing to individual machines to avoid what otherwise would be confusion and chaos in the
cyberspace. Likewise, an alphanumeric name can only refer to one IP address but many

names can refer to the same IP address?.

At the origins of the Internet, an entity called the Network Information Centre (NIC) had
authority for the allocation of names. Each name was saved in a file called hosts.txt with its
matching IP address. This file contained the global directory for mapping names to addresses;
therefore every network had to download its own copy of the file and used it to resolve names
locally. With the rapid expansion of the Internet and the growing number of devices
connected, the file put in place at a time when only a few hundreds of computers could access
the Internet showed its limits Each name had to be approved by the NIC, each change in the
resolution process had to be communicated to this authority, entered into hosts.txt and then
downloaded by every computer on the network. With the rapid growth of the Internet, the
applications for the same names were more and more frequent and it became more difficult to
assign them. Moreover “the list itself became larger and larger, and the process of creating
and distributing it consumed more and more resources. The list itself represented a single

point of failure” (Mueller, 2002a, 41).

To cope with these problems, a new architecture was designed to replace hosts.txt, the DNS.
The structure of the DNS was meant to be hierarchical, not linear as was the case with

hosts.txt. The domain names reflect this multi-level structure: “When the domain name is

2 For instance http://www.wunderground.com and http://www.weatherunderground.com refer to the same IP
address http://66.28.250.176




written out, the top of the hierarchy is at the right and each segment of the naming hierarchy is

separated by dots” (Mueller, 2002a, 41). Thus, in www.lse.ac.uk, the Top-Level Domain

(TLD) is “uk’, then “ac’ is a Second-Level Domain (SLD) included in the TLD *‘uk’, ‘Ise’ is a
third-level domain, sub-domain of the SLD *ac’ and finally ‘www’ is a fourth-level domain.

We can thus represent the DNS as a tree:
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Figure 1: A hierarchical Domain Name System
Adapted from http://bio3d.colorado.edu/tor/sadocs/DNS/DNS-1.png

University of Colorado, Tor Mohling’s Home Page

As shown in Figure 1, at the top of the hierarchy is the unnamed root. The authority in charge
of the root assigns the TLD names such as .com, .edu or .fr. There are three types of TLDs:
the country-code TLDs or ccTLDS such as .uk, .ca or .jp; the generic TLDs or gTLDs such as
.com, .net or .edu, and a category for an exclusive usage by specialists of the network: .arpa.
The ccTLDs were not intended to be “official” to any particular country (Froomkin, 2000b,
40). They were associated with geographic regions based on a list of two-letter country
abbreviations promulgated by the United Nations’ International Standards Organization, the

ISO 3166-1 list (Mueller, 2002a, 78-79).



Once an entity has been awarded responsibility for a TLD, it has the authority to coordinate
the assignment of SLD names under the TLD it is in charge of. The registrant of a second-
level domain name (such as yahoo.com) has in turn the unique responsibility to assign third-

level domain names (such as mail.yahoo.com); and so on down the hierarchy.

The following figure shows how the resolution process works®:

Root
123.23.23.23
2/ example.com ? TLD (.com)
name server
3/ .com at
123.23.23.23 /
45.45.45.3
4/ example.com ? Name server for
ISP Name example.com

Server

5/ SLD server at —
45.45.45.3 T

6/ example.com ?

1/ Resolver query:

www.example.com 7/23.45.117.21
8/ example.com is
at23.45.117.21
End user’s
computer

Figure 2: Domain name resolution process of example.com
Adapted from Mueller, 2002a, 46.

® Another good illustration is provided by Albitz and Liu, 1998. See particularly:
http://www.oreilly.com/catalog/dns3/chapter/dns3_0212.qgif (last accessed March 17, 2005)




In spite of the reference to “the root”, it is not a single entity. In fact, the root consists in
thirteen root servers, labelled from “A” to “M”, placed in various locations around the world:
ten are located in the United States (from A to L), one is in the UK (root server K), another
one is in Sweden (root server 1), and the last one is in Japan (root server M). The “A” root
server is considered to be the authoritative reference. It contains the root file, which “is the list
of top-level domain name assignments, with pointers to primary and secondary name servers
for each top-level domain name” (Mueller, 2002a, 47). To simplify, the root file is a rough
equivalent to the old hosts.txt file for the DNS architecture. It lists the assignments of all the
TLDs. The other root servers (from B to M) download the root zone file from the A root
server. They allow the network to function more rapidly and smoothly and they also provide
redundancy to protect the network in case some root servers get disconnected, attacked or

crash.

Having set out the technical terms, we examine why control of the root is crucial for

sovereign states.



Why the Root Matters

Internet Governance: Controlling the Root

One of the tasks of the WGIG was to define Internet governance. In their report* published in
July 2005, Internet governance is defined as “the development and application by
Governments, the private sector and civil society, in their respective roles, of shared
principles, norms, rules, decision-making procedures, and programmes that shape the
evolution and use of the Internet” (WGIG, 2005, 4). The concept of governance is vague and
often a catch-phrase to translate different realities. It concerns formal and informal rule-
making process and coordination between the different stakeholders - private companies,
governments, technical experts and civil-society. For Rosenau and Czempiel, “governance is
order plus intentionality” (1992, 5). Building on this definition, Mayer, Rittberger and Ziirn

assert that

Governance is to be distinguished from anarchy: states and other actors recognize the
existence of obligations and feel compelled [...] to honour them by their behaviour.
[...] Governance without government is distinguished from government in that the
compulsion exerted by the rules is not backed up by the threat or use of physical force
(the state wielding the monopoly of violence); instead it is the legitimacy of rules and

their underlying norms that make international actors comply [...] (1993, 393)

* http://www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=1660]1661|1662|1663|1664 (last accessed July
16, 2005)
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As Paré emphasizes “the scope of the concept of ‘governance’ includes politically charged
questions pertaining to who, or what, in the cyber-realm has the right to make authoritative
decisions, and on what such authority is based” (2003, 44). The importance of controlling the
root, in particular, was stressed in the WGIG Report®. Consistent with this, area experts and
stakeholders have identified Internet governance as being primarily — if not only — focused on
the issue of controlling the root (e.g. Mueller, Paré and Cukier) Given this consensus, this
paper will focus its discussion on Internet governance on the control of the root, and more
specifically, the DNS. One has to acknowledge that this is a restrictive choice. Nonetheless,
the administration of the root is the most complete dimension of the governance of the
cyberspace, with the creation of a new international organization (ICANN) charged with the
assignment of names and numbers, the involvement of governments and the United Nations
into the politics of the Internet and the development of a multi-disciplinary literature on its

governance.

What does Controlling the Root Mean?

Controlling the root is controlling the names, numbers and root servers. Controlling the root
servers, and in particular the A rooter is controlling the backbone of the Internet. The root
zone file (i.e. the names and the corresponding IP addresses inside the root server) of the A
rooter is a reference for the whole network, whose servers simply copy it. A change to that
file will have an effect everywhere, on any machine connected to the Internet. Thus, the entity

or government controlling the A rooter is granted significant control over the root. For

* WGIG Report, 2005, 5
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instance, it could in theory delete a country on the Internet by suppressing its ccTLD. This has
already happened when the Libyan ccTLD .ly has been disabled for a few days in 2004°.

More generally, the entity governing the root controls “the right to define the contents of the
root zone file” (Mueller, 2002a, 52). This control over the architecture of the Internet is the
most important for Lawrence Lessig. For him, “code is law” (1999, 59-60) and “code writers
are increasingly lawmakers. They determine what the defaults of the Internet will be; whether
privacy will be protected; the degree to which anonymity will be allowed; the extent to which

access will be guaranteed” (1999, 60).

Controlling the root is also controlling the names and how they are used for domain names.
According to Cukier, “the delegation permits it to influence the policies that the registry must
follow concerning the appropriate use of words for domain names, which directly impacts
freedom of speech and democratic dissent. It also determines the degree to which trademark
holders are protected” (2004a, 5). The control over domain names is also control of the name
market. It enables the responsible entity to regulate the companies that sell domain names, to

ensure free competition among them and the price paid by end users.

Controlling the root finally encompasses controlling the numbers which principally means
controlling the allocation of IP addresses and the number of devices that will be able to
connect to the Internet. Control over this allocation allows the responsible entity to choose
which business to apply for selling the blocs of IP addresses. The control over the allocation
of IP addresses also ensures control the openness of the network. Determining the number of
devices being able to connect to the Internet will significantly impact innovation and uses.

Some activities could be declared “illegal” by the leading entity, hence devices enabling them

® http://www.libyanspider.com/why _libyanet_fell.htm (last accessed June 23, 2005)
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would not receive an IP address, thus preventing them to connect to the Internet. Controlling
the root is not only controlling who can express oneself on the Internet but it is controlling
who does what and how. As Cukier put it “The ability to preserve network openness affects
democratic values of free expression; control of IP addresses could otherwise provide power

over who may participate online” (20044, 5).

The control of the root and of its architecture will determine who can express oneself on the
Internet: As demonstrated by Lybian case, dozens of websites have been rendered
inaccessible because a simple decision of ICANN, a private entity, to suspend the .ly. The

same could happen to other countries with enormous impact on their economy and security.

The Need to Coordinate: The Risk of Alternative Roots

Some, of the Internet community, have tried to set up an alternative root because they were
unsatisfied with the uses and architecture of the “official’ one. A number of stakeholders have
for instance expressed their frustration that so few gTLDs exist.” There are currently 10
gTLDs officially recognized by ICANN.® Some members of the Internet community have
soon expressed their desire to extend the number of TLDs. Some alternative roots such as
Pacific Root, OpenNIC or New.net still exist and operate their own domain names, sometimes
in direct competition with the root operated by ICANN, creating a possibility of redundancy
of domain names. For instance, Pacific Root and ICANN both manage the TLD .biz. As a

result, there are .biz domain names that exist in different roots and point to different IP

" According to some observers, the main reason for this artificial scarcity lies in the fact that ICANN is more
concerned with the interests of IPRs holders.

8 For a full list of the gTLDs recognize by ICANN: http://icann.org/registrars/accredited-list.html (last accessed
July 31, 2005).
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addresses. This could create major conflicts. A Tasmanian man had, for example, registered
“Microsoft.biz” in 2001 under Pacific Root’ whereas this domain name points to
“Microsoft.com” under ICANN supervision. This can lead to confusion as certain users could
point to the “wrong” website if their Internet Service Provider (1SP)'%refers to the “dissident
root”. Likewise, certain emails sent to email addresses ending by ‘@microsoft.biz’ may not
reach the right person. This risk is very small since most of the servers point to the ‘official’
root but the risk posed by an alternative root still remains, questioning the reliability of the
whole system. Herein lies the main criticism against an alternative root, which does not

currently appear to be an effective solution.

Controlling the Root: A Component of Sovereignty

As mentioned above, controlling the root implies a control of the ccTLDs, increasingly
perceived by many countries as a component of their sovereignty. Their attitude towards
controlling the root was transformed from “benign neglect” to a constantly growing interest
and participation. This shift has been motivated by a realization that the Internet and its
evolution are not politically neutral, and that important choices have to be made in
administering it (Lessig, 1999). For instance, the ccTLDs have gained a more and more
political significance, becoming both practically and symbolically an important component of
sovereignty, defined by the Stanford Encyclopedia of Philosophy as the “supreme authority

within a territory”.** Supreme authority implies that governments should have the ultimate

® http://archive.humbug.org.au/aussie-isp/2001-05/msg00303.htm! (last accessed July 18, 2005)

19 A company that enables end users to access the Internet generally in exchange of a subscription fee such as
AOL or EarthLink.

1 See http://plato.stanford.edu/entries/sovereignty/ (last accessed July 18, 2005)
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decision-making power regarding the administration of their ccTLD, this ccTLD defining the

DNS zone that constitutes the territory in which they are sovereign. As Mueller explains:

Just as the physical world was divided up into mutually exclusive territories controlled
by sovereign governments, so could the name space be. Country codes were the most
direct and obvious point of entry for this kind of thinking. If national governments
could gain control over the assignment of their own country code, they could translate
their geographic jurisdictions into cyberspaces and gain a significant role for

themselves in Internet governance. (2002a, 205)

Cukier agrees stating that *“ for countries, the two-letter address suffix represents a valuable
national resource that must be operated as a natural monopoly in the public interest [...]
territories are starting to recognize it as a component of their sovereignty and a vital national

interest. [...] it reflects the “brand” of a country” (2003, 1).

The history of the management of the ccTLDs™ is a good illustration of the general trends of
Internet governance over the last years. In the early days of the ccTLDs, governments were
holding back and manifesting little interest in the management of these top-level domains.
Gradually though, as the Internet grew becoming global and more and more commercial, they
realized that the political dimension these new technologies were bringing could not be
ignored. They understood that it was not suitable for the private sector and the technical
community alone to run and manage the Internet. State security could potentially be
threatened if Internet’s functioning was disrupted. The Internet quickly became a system

“whose incapacity or destruction would have a debilitating impact on the defence or economic

12 For a detailed account, refer to VVan Arx and Hagen, 2002
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security of a nation” (Van Arx and Hagen, 2002, 12). A mismanagement of the DNS, the
resulting unreliability of the network with the risk of interception of data by illegitimate
recipients due to the presence of alternative roots or the control by only a foreign country of
the quasi-whole infrastructure became critical to many states, which asked for an American

disengagement and for the right to have a say in the way the DNS was administered.
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History of the Root and of its Governance: From an
Epistemic Community to a New International Regime

International Regimes and Multiple Stakeholders: The Need to
Coordinate

As it has been previously argued, coordination and rules are becoming essential for the root to
function properly. The risks posed by alternative roots and non-coordination could result in
instability and unreliability of the Internet as a whole. Keohane and Nye echo the need to
coordinate by suggesting that “rules require authority, whether in the form of public
government or private or community governance. Classic issues of politics — who governs, on
what terms? Who benefits? — are as relevant to cyberspace as to traditionally physical space.”
(2002, 216). If classic issues of international politics are relevant to the governance of
cyberspace, classic tools of international politics can be used to describe its evolution and
explain its nature. Our analysis will predominantly draw upon international regime theory
reflecting the role played by the different stakeholders to attain an efficient level of
coordination in the management of the root. An international regime is classically defined as
“implicit or explicit principles, norms, rules and decision-making procedures around which

actors’ expectations converge in a given area of international relations” (Krasner, 1983, 2).

The following part of this paper will apply tools from international relations theories to
explain the historical evolution of Internet governance. This analysis will show how a new
international regime has been created with its embodiment in ICANN, an international
organization of a new kind where governments are not the decision makers. It will also show
how the control of the root has shifted from an epistemic community of technical experts

funded by the American government to a heterogeneous civil society. After the terrorist

17



attacks of September 11, 2001, the American policy has moved to a more proactive approach

towards the management of the root, claiming its ultimate control of the A root server.

The Epistemic Community of the “Founding Fathers”

The Internet originates from a 1969 project of the American Department of Defence (DoD)
called ARPANET.'® The Defence Advanced Research Projects Agency (DARPA), a part of
the DoD, developed the programme as an experiment to send information divided into data
packets between different locations inside a network. It was an immediate success. Internet
and TCP/IP were born.** Perhaps equally importantly, “the project [ARPANET] did [...]
bring together the people who played a continuous role in the Internet’s technical
development and its governance for the next 30 years. ARPANET created the nucleus of an
Internet technical community” (Mueller, 20023, 74). This technical community was similar to

what Peter Haas has defined as an epistemic community:

Networks of knowledge-based communities with an authoritative claim to policy-
relevant knowledge within their domain of experts. Their members share knowledge
about the causation of social or physical phenomena in an area for which they have a
reputation of competence, and common set of normative beliefs about what actions

will benefit human welfare in such a domain (1995, 179).

The conditions for formulation of such an epistemic community were ripe in the US. As Peter

Haas once put it “epistemic communities are likely to be found in substantive issues where

13 For a full story see http://www.isoc.org/internet/history/brief.shtml (last accessed July 28, 2005)
14 See the website of the National Museum of American history: http:/smithsonian.yahoo.com/arpanet2.html
(last accessed July 11, 2005)
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scientific disciplines have been applied to policy-oriented work and in countries with well-
established institutional capacities for administration of sciences and technology” (Haas,
1995, 187). It applies perfectly to the ARPANET project, a scientific project designed to
create strategic infrastructure capable of resisting a nuclear attack and to the United States,

one of the very first countries with “capacities for administration of sciences and technology.”

Secondly, the Internet community formed around the ARPANET possessed a common
background and understanding of their objectives. This is an essential characteristic of an
epistemic community: “Members of such a[n] [epistemic] community share a common
understanding of particular problems in their field of research as well as an awareness of, and
a preference for, a set of technical solutions to these problems” (Hasenclever and al., 1996,
209). The technical community formed around the ARPANET pioneers was undeniably an
epistemic one. They were technicists and wanted to remain as such. Their objective was to

avoid the politicization of the Internet in favour of a free and open network.

In essence, the technical community formed around the creators of the Internet had all the

15, «

characteristics of an epistemic community®®: “principled beliefs™®

in a free, open and non-
politicized Internet!’; “causal beliefs” on the effects of certain actions on the network such as
the undesirability of alternative competing roots; and a “shared notion of validity” i.e.
“criteria for weighing and validating knowledge” through open discussion, online experiment

and peer reviews.”® Finally a “common policy enterprise” was embodied by the IETF

12 See Haas, 1992, 3 for the set of characteristics defining epistemic communities.

ibid.
7 The shared set of normative beliefs is embodied for instance in Barlow’s Declaration of Independence of the
Cyberspace: http://homes.eff.org/~barlow/Declaration-Final.html (last accessed February 12, 2004). It reflects
for most part what the members of the epistemic community believe in.
'8 The technical community is used to gathering several times a year under a forum called the Internet
Engineering Task Force (IETF) where every one discusses technical solutions for improving the functioning of
the Internet or solving problems. One of the main features of this forum is its openness and the “rough”
consensus way of deciding which technical solutions will become standards.
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meetings where problems are put on the table in front of everyone willing to participate and

debated freely among participants until “rough consensus”*’is reached.

This epistemic community has administered the Internet and governed the root until 1995. It
has laid the grounds for the emergence of a new international regime, thereby changing the
terms of relations between the epistemic community and the state system. As Haufler points
out the “relationship between states and non-state actors may be reversed. Private sector
actors may construct independent international regimes or play a relatively equal role with
states within a regime of mixed ‘parentage’” (1993, 95). In fact, the technical community was
not alone in governance of the root. There is little doubt that the United States acted along the
epistemic community for the establishment of the international regime for the governance of

the root. It was a regime of clearly a “mixed parentage”.

Epistemic Community in the Foreground, the United States in the
Background: A New International Regime in Between

As mentioned earlier, to cope with the problems resulting from the exponential growth of the
Internet, the hosts.txt file was replaced by the DNS hierarchical system, still used today. This
transition followed all the rules of the epistemic community. A community-wide agreement
appeared quickly on the shape of the future system, and in particular its hierarchical nature, to
solve the shortages of hosts.txt.?’ These causal beliefs led to the formulation of different
projects from eminent members of the community. Since the IETF was not born yet, the
distribution of the different proposals to replace hosts.txt was decentralized and open to

everyone interested. Mills (1981), Postel (1979), Su (1982) and Postel and Su (1982)

9 The motto of the epistemic community is perfectly summed-up by Zittrain and Clark (1997): “We reject:
kings, presidents and voting. We believe in rough consensus and running code.”
20 paré, 2003, 14 and Mockapetris, 1987, RFC 1034
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proposed different version of the current DNS. After peer reviews and a rough consensus
from the community around RFC 819, certain members like Mockapetris (1983a, 1983b)
began to write more detailed specification and implementation software (Mueller, 2002a, 76),
continuing the work and ideas of Su, Postel and others with the same values of transparency,

discussion and peer review.

In October 1984, RFC 920 was released specifying the norms regarding the assignment of
responsibility for the administration of TLDs. The document gave a list of the six first gTLDs
created®! and acknowledged the use of the list 1ISO 3166-1 for the definition of ccTLDs. RFC
920 also stressed the concept of hierarchical delegation of responsibility among organizations.
Hence, the organization managing a TLD had to delegate the administration of second-level
domain names for its TLD to another organization. In terms of responsibility, DARPA was
the initial administrator of .arpa, .gov, .edu, .com and .org. The Defence Data Network (DDN)

was administrating the .mil reserved for the American government’s military use only.

This approach by the United States government would remain a constant in its relation
towards the control of the root: no direct intervention but use of contractual relations with the
epistemic community first and with private companies later for daily maintenance of the root.
The American government wanted to reduce its visibility in managing the root to appeal to the
epistemic community and to other nations in order to rally everyone around its policies. The
American government, at the origin of the Internet, has been and still remains the
unchallenged hegemon. Ten out of the thirteen root servers are located in the United States,
six of them are administered by the American government through contract or by military

agencies. In July 2005, Assistant Commerce Secretary Michael Gallagher stated clearly that

2 arpa, .gov, .edu, .com and .org
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the US government was the legitimate administrator of the root?” and that ICANN was only a
“technical manager” of the DNS?®. This declaration surprised many observers because the
United States used to be very detached from the Internet governance issues and have always
stressed their will to let the non-governmental stakeholders take care of the control of the root.
This “soft” hegemony has allowed the United States to keep control of the root from its
creation to the present time, limiting its exposure to criticism by other stakeholders, be it
individuals, companies or states. As Kenneth Waltz put it “ both friends and foes will react as
countries always have to threatened or real predominance of one among them: they will work

to right the balance.” (2000, 55-56).

For a long time, the American government, like many others, has not grasped the strategic and
political importance of the control of the root. The epistemic technical community was
developing and improving the Internet at a fast pace, private companies were increasingly
involved, and self-regulation seemed the best strategy for the US government. This benign
neglect by the American government has allowed substantial freedom to the epistemic
community and the private sector to build a new international regime. American behaviour

was not unique in terms of formation of a new regime. As Haas points out:

Under conditions of uncertainty, when the international power is concentrated in one
state, and when epistemic communities have successfully consolidated influence in the
dominant state, then follow-the-leader may be modified in light of the policy beliefs of

the epistemic community. The regime would still be created through the intercession

%2 See Michael Gallagher’s principles of July, 1,2005 at
http://www.ntia.doc.gov/ntiahome/domainname/USDNSprinciples_06302005.htm (last accessed July 18, 2005)
2% See Michael Gallagher’s presentation of June, 30, 2005 at
http://www.ntia.doc.gov/ntiahome/speeches/2005/WCA_06302005_files/frame.htm (last accessed July 18, 2005)
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of the hegemon, but its substance would reflect epistemic community consensus.

(1995, 187)

This describes exactly what happened. The epistemic community shaped the governance of
the Internet according to its “principled beliefs”. At the same time, the private sector was
advancing its own agenda, asking for more formal procedures to defend its interests, such as
intellectual property provisions embodied in trademarks and other patented names. These
different approaches left the time for the American government to ‘learn’ what was at stake
and how to deal with this new set of problems. US strategy of temporary non-interference can
be explained using a cognitive approach of international relations (Ruggie, 1982). This
approach emphasizes the role of learning in shaping actor’s preferences and policies. Joseph
Nye in particular stresses the point that changes in beliefs can induce changes in behaviour:
this process is referred as learning (Nye, 1987, 378-382). Internet’s complex and technical
environment made it difficult for states to know what their interests are and how to define
adequate policies. They are under conditions of uncertainty (Adler and Haas, 1992, 369).
Following this idea, Haas argues that epistemic communities can ‘teach’ governments and
alter their behaviour (Haas, 1992, 27). Indeed, the US government ‘learned’ from the
epistemic community that self-regulation and bottom-up decision making processes emerging
from rough consensus among all the stakeholders was preferable to a top-down active
hegemonic approach. Until the dramatic events of September 2001 that was the way the new
international regime for the ruling of the root was designed. This equilibrium was punctuated
by what certain observers such as Geist or Paré have called the “domain name wars” (Geist,

2001; Paré 2003)
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The Domain Name Wars

As mentioned earlier, DARPA and DDN were the initial administrators of the first six gTLDs.
On January 1985, the DNS was formally launched to replace the obsolete hosts.txt file. The
United States Defense Communications Agency, replacing DARPA as administrator of the
root, gave responsibility for the management of the root to the Information Sciences Institute
(1SI) at the University of Southern California where Jon Postel was working. As a result, he
became the “numbers czar” (Paré, 2003, 16), administering himself the root and assigning IP
numbers at ISI. “His actions regarding the assignment of network numbers, and the moral
authority he commanded within the networking community, enabled him to exert a level of
control over Internet addressing that was virtually unchallenged prior to the mid-1990s”
(ibid). In November 1987, the assignment of IP addresses was transferred from ISl to SRI-
NIC. Until his death in 1998, Postel kept the two functions of assigning the numbers used in
network protocols®* and diffusing the assigned numbers to other users of the network. In
December 1988, Postel created the Internet Assigned Numbers Authority (IANA). This
grandiloquent name of “Authority” was a joke made by Postel to describe his work and
separate it from the functions of SRI-NIC. IANA has no official status and has never been

legally constituted. It is the name of function, rather than an institution.

In 1991, the United States Defense Information System Agency sought to replace SRI-NIC
for its management function. The contract was awarded to Government System Inc., a private
company which had previously collaborated with the American government. This shift is the
first entry of the private sector into the administration of the root and the progressive removal

of entities from the education/research sectors such as SRI-NIC. The contract of Government

24 See the official list of ports assignment: http://www.iana.org/assignments/port-numbers (last accessed July 21,
2005)
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System was nonetheless shortly interrupted and in the spring of 1992, the National Science
Foundation (NSF) called for other candidates to administer its huge internetworking
backbone, spine of the civilian Internet. The contract was awarded to three companies that
were asked to collaborate: Network Solutions Incorporated (NSI) was responsible for the

name and number registration services for non-military Internet networks.

The involvement of American federal agencies, notably through NSF, and the entry of private
companies into the game “blurred the locus of authority over the root” (Mueller, 2002a, 102).

He thus describes:

Building the Internet was now an informal collaboration among three separate but
interdependent authority centers: an Internet technical community centred in North
America but international in scope; a diverse group of civilian federal government
agencies interested in stimulating the construction of a national information
infrastructure; and the US Defense Department, which had created the protocols and

still held residual authority over name and address administration (2002a, 102-103)

1991 was the year that marked the openness of the Internet to commerce. “Domain names
registrations since then have increased at an unprecedented pace from 300 per month in 1992
to [...] over 30 000 per month in late 1995” (ibid, 110). The cost of handling all these
registrations was becoming problematic for NSF. The foundation held discussions, set up a
panel and came to the conclusion that NSI should “begin charging for .com domain name
registrations, and later charge for name registration in all domains” (InterNIC, 1994). A new
market for domain name registration was appearing not only in the US but also in other

countries where firms were starting to sell ccTLDs registrations. NSI began charging initial
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fees in September 1995. Companies’ websites aiming at selling products or advertising the
brand quickly became of a strategic importance. Second-level domain names became global
identifiers for private firms. Intellectual property rights (IPRs) issues were quickly brought up
by businesses and other organization contesting the first come first serve basis on which
registration by NSI was operating. The small amount charged for registration was allowing
“typo-squatters” to operate easily. These individuals were registering commercial brands or
very close names in order to resell them to the firm for a substantive amount of money. “The
result was a profusion of litigation pitting the rights of trademark holders against those of
domain name holders who had registered names first” (Paré, 2003, 21). Consequently, NSI
issued a Domain Dispute Resolution Policy Statement maintaining the first come first serve
basis of registration but also protecting IPRs on domain names. Since then, trademark holders

became prominent actors in Internet governance and in the assignment of names and numbers.

The profits NSI was making by charging fees for registration of domain names® and its
monopoly were becoming more and more difficult to accept for the technical community and
other companies seeking to enter a lucrative market. Postel immediately asked for 150 new
TLDs to be created and new registries to administer them. Trademark holders opposed this
position, arguing that new TLDs would mean new need to register and secure domain names,
litigation and new threats to their IPRs. The debate on the creation of new domain names split
the once-unified epistemic community, leading for instance some members to create their
alternative root to sell new gTLDs. From then on, the technical community was encompassing
more and more members with more and more diverging opinions and the epistemic

community of the Internet “founding fathers” passed away.

%% From a net revenue of 5 million USD in 1995 to 94 three years later (NSI, 1998)
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In November 1996 an eleven-member panel — the Internet International Ad Hoc Committee
(IAHC) — was set up. It comprised representatives from the 1TU, the WIPO, the International
Trademark Association; five engineers appointed by the technical community; a
representative from NSF and an intellectual property lawyer. The IAHC was in a way a
surprising alliance between trademark defenders and a large part of the technical community
behind Postel. In February 1997, after extensive consultations, the IAHC released its Final
Report (IAHC, 1997). Seven new domain names were proposed to be introduced and eight
new registrars®® were to be equally spread within seven geographical regions. The report also
included a framework for governance called the Memorandum of Understanding of the
Generic Top Level Domain Name Space of the Internet Domain Name System (gTLD-MoU).
Public and private parties were invited to sign it and ITU was supposed to be the repository
(Paré, 2003, 29). The gTLD-MoU was signed in an official ceremony in Geneva organized by
the ITU in March 1997. A month later, more than 220 private and public organizations signed
the document. While some claimed this number was equivalent to a consensus among the
stakeholders, the detractors of the plan were arguing that such a small number was not
representative. Except Albania, no government representatives have signed the gTLD-MoU.
Many feared that a part of the technical community allied with trademark holders and the ITU

were trying to carve a sovereign role for themselves: a world government for the Internet.

The Late Involvement of the American Hegemon: Benign Neglect or
Machiavellian Strategy?

In July 1997, despite starting the implementation of the gTLD-MoU, the United States
crashed the initiative down. The contract between NSI and NSF was to expire on September

30, 1998 and on July 2, 1997 the NTIA, an agency of the Department of Commerce, was

%6 Registrars are companies dealing with the registration of second-level domain names under the new TLDs.
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soliciting public comments for the future of the administration and registration of gTLDs.
Under the supervision of Ira Magaziner, senior analyst for Internet issues for President
Clinton, the DoC reviewed the comments submitted during the summer 1997 and
congressional hearings were held in September and October. The result was the release of the
Green Paper (without a single mention of the gTLD-MoU!) on January 1998, submitted for
public comments. The Green Paper was an assertion by the American government of “its
authority over the name and address root but also [an] indicat[ion] [of] its intention to
relinquish that authority in a way that involved Internet stakeholders internationally”
(Mueller, 2002a, 160). The Green Paper was no more than a privatization plan with the

ultimate control in the hands of the US government responsible for handling the transition.

The Clinton administration issued the final plan, the White Paper, on June 3, 1998. It came as
a surprise since it was a “Statement of Policy” and did not mention any direct action of the
American government. Four main principles were described in the White Paper as guidelines
for the management of the DNS: stability as the first priority of any DNS management
system: competition, private sector, bottom-up coordination and representation (NTIA,
1998b). These are the principles that will guide the new international regime, the very rules

Krasner describes when referring to the main components of a regime (Krasner, 1983, 2).

In the report of the WGIG for the WSIS, the working group states that Internet governance is

under “unilateral control by the United States Government?’

. While unequal, this control
seems nevertheless essential in maintaining the network’s smooth operation. As for Charles

Kindleberger and his hegemonic stability theory, a hegemon with an outstanding political and

" WGIG Report, 2005, 5, paragraph 15.
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economic power, with the capacity and willingness to lead, can supply and support the

infrastructure that permits international coordination to take place (Kindleberger, 1973).

That is what happened. Built by the American hegemon on grounds laid by the epistemic
community of the time, the new international regime was of a “mixed parentage” (Haufler,
1993, 95). The last step in the emergence of the regime was the creation of ICANN, the new
organization called for by the White Paper. According to the White Paper, no new TLDs were
to be added and no new registries were allowed to challenge NSI’s monopoly. All these
decisions were to be made by a new non-profit corporation created to supervise domain name
administration and fulfil other technical functions. Private stakeholders were responsible for
the spontaneous formation of this organization, located in the United States and incorporated

under American law.

At the end of the transition, the American government asserted that it would relinquish all
power over the root and put it in the hands of this new institution at the end of 2000. This
point has triggered some controversy among the scholars who debated whether the American
government was unwilling to assume its hegemony over the root. Some, like Froomkin
suggest that this was only rhetoric and that in fact the American government was not willing
to give up its powers on the root at all: “whatever authority ICANN holds [...] emanates from,
and remains subject to, DoC’s ultimate authority” (2000, 26). Harold Feld described the
decision of privatization as a “fiction” (2003, 386). For these authors, privatization was a
strategy to gain the confidence of foreign countries and the Internet community. Others
scholars such as Cukier or Mueller believe that Ira Magaziner really wanted to give the power
to the private sector and that the terrorist attacks of September 2001 have forced the United

States to reconsider its position in light of Internet’s importance as a critical infrastructure.
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The debate between the two schools still goes on.

ICANN, Flesh of the New Regime

ICANN has generated volumes of literature on its legitimacy, basis of power, and its relations
with governments. While it is not our purpose here to discuss ICANN, a few key points will
be highlighted regarding the controversies the organizations had to face.

First, its difficulty to attain legitimacy since its establishment has endangered the creation of
the institution. To satisfy the American desire of a “privatization” of the DNS, ICANN
bylaws?® forbid any government representative to sit on the Board of the organization, instead
they are represented by the GAC which only has an advisory role. Private sector and civil
society are the effective decision-makers. This is the antithesis of a traditional structure of
international organization where states decide and non-state actors advise. This structure is
perplexing since the institution’s role is anything but apolitical. While ICANN’s supporters
and the American government made it clear that ICANN was only assigned technical tasks of
coordination, the new institution was asked to set up a procedure to solve trademark disputes,
a very political and sensitive issue. In the same vein, ICANN was to deal with the market of
the registration of domain names and assure fair competition, another political issue. Another
controversy of ICANN lies in its architecture. It functions by consensus and bottom-up
decision process. No formal mechanism or procedure is specified to reach consensus. “This
allow[s] the ICANN Board, or ICANN staff, to simply announce consensus and impose it on
the community” (Feld, 2003, 388). All these elements have made ICANN very controversial,

contentious especially in the eyes of governments and its legitimacy is still questioned.

%8 Refer to http://www.icann.org/general/bylaws.htm (last accessed August 2, 2005), in
particular Article VI, Section 4, Paragraph 1
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Another controversy appeared in 2000 around the creation of new gTLDs. The introduction of
new TLDs into the root has always been a central point of discussion among the Internet
community. During the meeting in Berlin in 1999, ICANN set up two working groups on the
introduction of new gTLDs. The conclusion of their debates invited the Board to “establish a
policy for the introduction of new gTLDs in a measured and responsible manner.”* Instead of
following these recommendations, ICANN Board members selected the new gTLDs and the
organizations to manage them in a single session on November 16, 2000. The record of their
conversations clearly shows that the selection was “uncoordinated, subjective and arbitrary”
(Paré, 2003, 150). *° This compounded ICANN’s legitimacy crisis and increased the number
of its opponents. This happened when ICANN was already criticized for its unilateral decision
to prolong the mandate of the non-elected members of the Board and reduce the number of

members elected by the membership (Froomkin, 2000).

As mentioned above, the attempt for ccTLD managers to sign contracts with ICANN in 2001
failed. As a result, the new US administration was displeased and required major reforms,
which paved way to ICANN’s reorganization of 2002. Following these reforms, the powers
of the GAC were substantially increased with the right to propose new policies and send
recommendations to any committee of ICANN without prior consultation with other
stakeholders. As Feld put it “the veneer of private decision-making is wearing increasingly
thin. The new structure provides the GAC with an independent route to developing policy

within ICANN [...]” (2003, 399).

Finally, in 2003, the government frustration with the functioning of ICANN (notably among

% Refer to DNSO Names Council Statement on new gTLDs (April 19, 2000)
http://www.dnso.org/dnso/notes/20000419.NCqtlds-statement.html (last accessed August 2, 2005)
% Available at http://cyber.law.harvard.edu/icann/la2000/archive/ (last accessed June 25, 2005)
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developing countries) led to the WSIS backlash, symbolizing the will of nation-states to place
Internet Governance in the hands of the United Nations. At this juncture, it is too soon to
predict what ICANN will become and what the WSIS initiative will lead to. It is nonetheless
interesting to look at ICANN as a new experiment (Nye, 2002, 167-168), a new kind of
international organization where nation-states are not all mighty. If it succeeds in overcoming
its legitimacy crisis and bringing governments back into to the negotiating table, it could serve

as a model for an innovative way of tackling emerging issues in international relations.
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Conclusion

The Internet cross-cuts many of the tier-one issues in international relations: it can be a tool of
economic development, it can be used as a basis for expression and democracy, it is certainly
linked to security concerns, and finally it is a global network where millions of people can
share ideas real-time. Despite the importance of the issues at stake, Internet Governance faces
a looming crisis and needs a more precise structure as well as input from a broader set of
stakeholders and states, particularly because all countries have an interest in how the Net
evolves. As we have seen, the control of the root of the Internet is crucial because it
conditions who can express themselves on the Net (for individuals through the control of the
gTLDs as well as countries via the control of the ccTLDs), as well as what can be said and
where (through the control and the smooth functioning of the resolving process). It also
shapes the architecture of the medium, its “law” as Lessig suggested. It defines who will
control it (through the imposition of certain proprietary or open norms) and what the

standards will be.

Given the importance of controlling the Internet, this paper has investigated how some from
international relations tools and theories could be applied to the analysis and understanding of
Internet governance defined as the control of the root. It has shown how a new international
regime was born. First an epistemic community at the origin of the Internet has laid the
grounds for the new regime to emerge. The community has defined rules, principles and
practices that endured till this day. The prominence of non-state actors in the decision-making
processes, the withdrawal of politicians and games of power in favour of pragmatic solutions,
the reliance on men rather than law and bureaucratic red-tape, wide consultation and rough

consensus, are still main components of Internet governance. Under the American discretion,
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the regime was solidified with the creation of ICANN in 1997. Though the Americans have
promised to surrender their prerogatives over the root to ICANN, they have dragged their feet
(voluntarily or not, the debate is open) and have finally changed their position since 9/11
attacks, realizing their interest in maintaining the smooth functioning of this critical
infrastructure.

So far, three main scenarios can be advanced on how Internet Governance and the newborn
international regime may evolve. The first one is a return to the old politics of international
treaties where sovereign states define norms and conventions through an international
agreement anchored in the United Nations. In this scenario, civil society and private sector are
conferred an advisory role only. There is little doubt that the United States would be able to
take the lead in the WTO-like negotiation of the treaties and fully exert their hegemonic
power. With control of the root servers and the most up-to-date expertise on the issue, the
United States is virtually unchallenged. Though the DoC would lose most of its prerogatives
over the control of the DNS, it would be able to reintegrate his powers into international
treaties which are international law, thus acquiring more legitimate power over the root. Only
an alliance of the European Commission and major developing countries like China or Brazil
could counterweight the American influence in these debates. Developing countries would
certainly lack resources and expertise to play a significant role and likely would end up being
imposed treaties. In this scenario, ICANN has no more reason to exist and would be dissolved
or delegated minor and technical tasks. The death of ICANN would also means a radical
change of the international regime which would become “traditional” and based on a set of
international treaties.

The second scenario, on the contrary, would give more power to ICANN. Governments could
acquire a real decision-making power to address issues of concern, but private business and

civil society would also be entitled to the same powers. The three poles of this iron triangle
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would be given equal weight. An alliance of developed countries with the private sector
would be necessary for them to defend their interests. In such a scenario the United States
would certainly lose its current extent of power over the root. The functions previously under
DoC’s responsibility would indeed be transferred completely to ICANN. Moreover, a
coalition of the European Commission with major companies and NGOs could easily prove
more powerful than the U.S. alone. Developing countries could seek the help of NGOs to
defend their interests, with some chance of success if they coalesce. The international regime
would push the experimentation further and could, in case of success, serve as an example on

how to address new issues.

The last scenario consists of a pure exercise of the American hegemony over the root. The
Bush Administration argues that the attacks of September 11, 2001 have changed the
landscape of Internet governance. He further claims that the Internet is a critical infrastructure
and its management should not be under the influence of non-democratic states via
participation in a multilateral forum. Besides, since the Internet needs stability, the control by
the US government is seen as the best way to achieve it. In this scenario, ICANN would
remain a subcontractor of the DoC and give non-biding recommendations. Other countries,
both developed and developing, may feel frustrated of this hegemony and respond by
threatening or effectively implementing alternative roots, assuming the risks mentioned
above. This scenario could lead to a split of the Internet into disconnected networks with little

compatibility. As Cukier describes:

Countries issue Internet domain names in local-language scripts, but don’t follow

agreed upon standards on the technical format of those names. As a result, users

without the proper keyboard or software are not able to access those Web sites or send
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email to those email addresses. And this is a problem multiplied by as many countries

there are that don’t use English (2004b, 3).

Here, the international regime formed around the issue of Internet governance would simply

disappear to the benefit of American hegemony.

These future scenarios highlight that Internet governance is still in experimentation and
nobody can really foretell towards which scenario the situation will evolve. New actors are
given power and sovereign states are fighting to stay afloat in these fast-moving debates.
International relation scholars should carefully observe these recent and future developments.
As some observers have noted, a new law of the sea is being written with the Internet in role
of the oceans. It has taken four hundred years to write the law of the sea. The “law” of
Internet Governance would probably emerge more rapidly, in an unprecedented form and with

unprecedented outcomes. Everything is still to come.
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Glossary

(Adapted from the WGIG Report)

ccTLD

DNS

GAC
gTLD
IANA
ICANN
ICT

IETF
IGOs

1P

IP Address

IPRs
ITU

Registrar

Registry

RIRs

Root servers

Country code top-level domain, such as .uk (United Kingdom),
.de (Germany) or .jp (Japan)

Domain name system: translates domain names into IP addresses
Governmental Advisory Committee (to ICANN)

Generic top-level domain, such as .com, .int, .net, .org, .info
Internet Assigned Numbers Authority

Internet Corporation for Assigned Names and Numbers
Information and communication technology

Internet Engineering Task Force

Intergovernmental organizations

Internet Protocol

Internet Protocol address: a unique identifier corresponding to
each computer or device on an IP network. Currently there are
two types of IP addresses in active use. IP version 4 (IPv4) and IP
version 6 (IPv6). IPv4 (which uses 32 bit numbers) has been used
since 1983 and is still the most commonly used version.
Deployment of the IPv6 protocol began in 1999. IPv6 addresses
are 128-bit numbers.

Intellectual property rights
International Telecommunication Union

A body approved (“accredited") by a registry to sell/register
domain names on its behalf.

A registry is a company or organization that maintains a
centralized registry database for the TLDs or for IP address
blocks (e.g. the RIRs — see below). Some registries operate
without registrars at all and some operate with registrars but also
allow direct registrations via the registry.

Regional Internet registries. These not-for-profit organizations are
responsible for distributing IP addresses on a regional level to
Internet service providers and local registries.

Servers that contain pointers to the authoritative name servers for
all TLDs. In addition to the “original” 13 root servers carrying the
IANA managed root zone file, there are now large number of
Anycast servers that provide identical information and which
have been deployed worldwide by some of the original 12
operators.
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Root zone file
RFC

TLD
WIPO
WGIG
WHOIS

WSIS
WTO

Master file containing pointers to name servers for all TLDs

Request for Comment. The Requests for Comments document
series is a set of technical and organizational notes about the
Internet open for comments to everyone.

Top-level domain (see also ccTLD and gTLD)
World Intellectual Property Organization
Working Group on Internet Governance

WHOIS is a transaction oriented query/response protocol that is
widely used to provide information services to Internet users.
While originally used by most (but not all) TLD Registry
operators to provide “white pages” services and information
about registered domain names, current deployments cover a
much broader range of information services, including RIR
WHOIS look-ups for IP address allocation information.

World Summit on Information Society

World Trade Organization
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